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[ ——— /
Hszfds \‘
os_transport
W&A@m ~— | polEEiRE | O urma_post_jfs wrziRs
A ZRpinFIEN «———Fopcode/user_ctxsy T—FER (FRTH—R) &
&&wait_event RAbE wait_event
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TOR
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UB Entity driver VM
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QEMU NPU D2H
BEH8950
VMO VM1
& FETLEREYAEUB
memaorydE (UBA. TID)
< SVM SWVM
UBM @ TIDO. UBAD, SIZE TID1. UBA1, SIZE
v ¥
@ BEUE memory D2HEXES ubmem_vmmu.ko ubmem _vmmu.ko
F Y i i
e :
v ¥
> QEMUOD QEMU1
@ S, (Bm
Eh&%: TID.| UBA. SIZE ) e
SEp
ubmempfd.ko
v@
TiDO, LEAD .= PAD UMMU TIDd, UBAD -> PAD
=950 FEE950
O|REAFICPUMHPATZIRIBIE |
SVM SVM
ETVA-HPAR:RST BEBVA-HPARET
(D) FHEUB memonyiIi8EE g o blds
Edecoder: HPA — UBA - TID - DCNA
@E it g Decoder Decoder
UB Memory UB Memory GuestOS

GuestOS
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UB Memory QEMU VUMMU QEMU VUMMU
UB Memory Mapping Driver Guest map/unmap
Host map/unmap
xml ubmem_vmmu

<gemu:commandline>
<gemu:arg value="-device'/>
<gemu:arg value="ubmem_vmmu,tid=1,uba=0,size=204800000'/>

</qemu:commandline>

ubmem_vmmu:

tid TokenID uUB tid NPU UB
GuestOS
uba size UB memory address uB NPU UB
GuestOS
PCIE NPU NPU
KVCache
Host NPU PCIE SMMU KVCache
KVCache Guest NPU
UB NPU UB PCIE NPU
CPU UB NPU
SMMU UB
KVCache GPA SIZE Host Host UMMU NPU

uUB KVCache
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UB Service Core

uB

UB Service Core 6

30~50%
R RTHRSARE
i)
RS KSR i ST AlfZF EHEEEANS
RRBTERAE 10, EE. B, 2H—HiE, ZiSScale-UpREiizt, STRRWESTR
UB Service Core (REBRASMIRS)
UBS Virt
ﬁ‘ﬁm = Qi&VM‘ MES\ ﬁi&iﬁﬁ‘ Eﬁﬂﬂﬁﬂiﬁ%ﬁm{z uBs Englne
'l“‘g UBS Mem | UBS Comm UBS Atomic uBs 10 | EREASHSE
.« EARIHEELN . TSR o BTEAENMTE | | o BIREXPU). E/EHBM,  SHLAMES
- AEEE . S SEE—RE BRI, SR DDR. SSD)EL# X%
. RfERY « fUA%ER 1D, FHEESEAZY * BUSIONNEYSHEOUE
Node Node Node
ﬁﬁ OS with UB Supported OS withUBSupported || 0OS with UB Supported
UB Service Core( UBS Core 6
1. UB Service CoreEngine UBS Engine SSU NPU
N N-1
2. UB Service Core Memory UBS Mem
3. UB Service Core Communication UBS Comm
Socket/Verbs over UB
4. UB Service Core 10 UBS IO
10
5. UB Service Core Virt UBS Virt

/
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6. UB Service Core Atomic UBS Atomic UB

ID

OOM Panic reboot

UBPRM UB event

Home Panic/reboot User

_______________________________________________________________________________________________________________

M/ S5 Py :3 VM/ERMES#H | B

2 e UBPRM 1= B2 UBPRM §
HrESEE

sysSentry Service sysSentry Service :

{User Space | !UserSpace
‘KernelSpace | Kernelspace | 7T !

sysSentry —» URMA/UVB ————» URMA/UVB —» sysSentry

) panic/r*:eboo:t report
panic/reboot event b

SPEIE AN GE

______________________________________________________

HhEBMS (Homefl ) =35 8571

OS Component | UB OS Component | Other component

_________________________________________________________

Home panic reboot shutdown sysSentry

1. sysSentry URMA/UVB

2. Home URMA/UVB URMA/UVB
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3. sysSentry sysSentry Service UBPRM
4. UBPRM sentryctl sysSentry Panic/reboot
OS Panic OS reboot
Panic/reboot
UBPRM sysSentry Service

Home

1. UBPRM sysSentry Service

2. sysSentry URMA/UVB Home URMA/UVB
3. Home sysSentry URMA/UVB
4. Home
5. Home UBPRM
OOM |
UBPRM
/
UBPRM
OOM OoOM
UBPRM OOM
SHNF
REFESH OOME=EH
e — OOMf&KE%

WESE | R
€ WSS PTRREKE

REFESH WEFFE

OOM
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1IEHERRSS VM/ZB 28/ 5ZiH1E UBPRM

! ]

i OOM={4
‘ sysSentry Service

! A

User Space OOM=E&
Kernel Space

sysSentry
OOM={4

E SRS EANE

OS Component || UB OS Component | Other component

1. OOM OOM OOM sysSentry

2. sysSentry OOM sysSentry Service

3. sysSentry Service OOM UBPRM

UBPRM sysSentry OOM OOM UBPRM
sysSentry

1. UBPRM 0N

2. 0OS OOM

OOM Panic
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&
SEA SEI
panic
SIGBUS
SEA/SEI LD/ST
linkdown
uB uB
BIOS UBUS sysSentry
remote_numa
SEA/SEI 0OsS Os
memory_failure
mmap
UBEvent
UBUS sysSentry
UBEvent

sigbus
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WA LIRUBEE
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REEMAHE S

BERBARBSIGBUSIES

r———— &

RIBYHEN T3 RT6Y |
#Higid

A3XSIGBUSTE S 31789
Wi

> LE1013EES

Initial
Buffer Pool sigbus sigbus
numa
memory_failure
sigbus
pagecache
cpu numa node cpuless node cpuless node

pagecache

pagecache
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sysctl vm.filemap_alloc_local pagecache
1 pagecache cpuless numa node 0
mempolicy
1 pagecache mempolicy numanode
cpuless numa node policy mempolicy cpuless numa
node mems_allowed cpuless numa node
mempolicy node policy (bind/prefer/interleave)
cgroup cpuset spread_mem spread_mem cpuless
numa node pagecache
0 pagecache
pagecache
pagecache
>256C Rack

TCO
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virtio
PMD 10 reactor reactor
cpu
CPU CPU
cluster cache cache/NUMA
redis 10%+
ext4 group lock
s_md_lock EXT4
CPU ext4 group lock
s_md_lock
64 OPS 5
10
, slab slab RCU slab
slab
tcp hash tcp_hashinfo bash ehash ehash
tcp_hashinfo bash ehash rcu ehash
Iport tcp connect hash
., Cgroup user namespace percpu counter
namespace rlimit will- it- scale/
signall 64 2 memcg
tlb-
flush2 64 15 eBPF
LXCFS -

LXCFS
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schedule latency throttling softirg hardirg spinlock

5%

/Cache QoS MPAM
/ /
MPAM
IO QoS 10
QoS mpam Qos
Qos
mpam Qos
llc
., 1O 10 QoS 10Inflight 10
40% blk- throttle
IOInflight
5%
2
Agent
1.

_ Firecracker microvM

mutex smt

SMMU

mpam

llc
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Python JavaScript
Python

from e2b_code_interpreter import Sandbox

with Sandbox.create() as sandbox:
sandbox.run_code("x = 1")
execution = sandbox.run_code("x += 1; x")
print(execution.text)

3.03 n
R Firecracker microvM
s Jailer cgroups/namespace
, CPU

4, L
. HTTP API
s Python/Node.js

5. v b
R Pause/Resume/Checkpoint/Fork

6. H
R Dockerfile

bash

e2b template init

e2b template build
e2b template deploy

© =3
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« Al Agent LLM

. IDE

openEuler

openEuler 24.03 LTS SP

ETL

Linux Kernel 6.6

openEuler 64K arm 4K/64K
4K 64K
64K 0Ss
3
I/0
PMD PTE
FUSE io_uring FUSE
/dev/fuse
1. , /dev/fuse fuse
2. I/O
3.
CPU

1. io_uring

arm
upstream
64K
/1O
/O
fuse

Fuse over io_uring

/dev/fuse
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2. fuse io_uring /dev/fuse
3. fuse
o) 10 QoS [OInflight
Xcall  epoll_wait Dynamic
Xcall
ELF
epoll Redis
sockmap tcp Redis Nginx
tcp bpf socketpair ops
, socket redirect
bypass
HiSock HiSock
., copy_from_user PAN Idp
16 [dtr PAN
SMT CPU Latency Sensitive, LS
Best Effort, BE SMT
BE LS LS
SMT CPU
LS BE BE
SMT CPU
RPS
NUMA CPU
NUMA RPS Loopback
RPS
NUMA  Cluster CPU NUMA

NUMA  Cluster
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CPU NUMA  Cluster
NetKit veth pair
MAC
eBPF
eBPF
cgroup v2 cgroup v2 k8s
cgroup cgroup
cgroup
., sched ext eBPF
BPF
6.
LLVM for openEuler
LLVM for openEuler LLVM
Al
openEuler LLVM LLVM
C/C++

X86/AArch64/RISCV/LoongArch

LLVM for openEuler openEuler 24.03 LTS SP4

Debuginfo Triton- CPU FlagGems
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Dwarfutils Debuginfo ThinLTO
ThinLTO
LLVM IR
ThinLTO
ThinLTO Split
ThinLTO Split Debuginfo
Dwarfutils

Debuginfo

Triton- CPU FlagGems Triton GPU

Python GPU
Triton LLVM MLIR LLVM

Triton- CPU Triton CPU Triton AArch64
SVE/SME FlagGems
FlagGems AArch64 SVE/SME AArch64

LLVM for openEuler ThinLTO Split Dwarfutils
Triton-

CPU GPU Triton CPU
Go for openEuler

Go for openEuler Golang Golang

openEuler
Go

Golang
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ARM64

ABIO
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ABlInternal
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JDK
JDK
OpenJDKS8
java
JDK8 JDK21 G1GC PSGC
Java
Open)DKIR
Flinkzas
AC12G
FlinkZsag rE
AC8G /
JVMItE JVMIE
a6 | ke | 228
| K8s |
| openEuler |
| BEfOARSS =8 |
JDKS8
CompactStrings
CompactStrings
2 UTF 16

Java 9

Java 8

JVM

java

JDK

BEE
—

JVMHHT &
S—-

|

Flink&s&
4C8G

JVMIt

j;’-‘-/-_

-

FlinkZss
4C126G

JVMitE

RS

K8s

openEuler

BERISAR 55 =5
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ASCII CompactStrings JDK17
JDK8 JDK8
CompactStrings  String UTF16 char byte
encoding String
Latin-1 lbyte UTF 16 2byte  encoding
String
s Latin-1 byte[] 1
s Latin-1 charl]
2
s coder
A LATIN1 0 Latin- 1
A UTF16 1
JIDKB X BiString BB &5 44
String
value char char char

U

CompactString$ 4 String 2B
String

coder LATIN1/UTF1E

value | byte | byte | byte | byte | byte | byte | byte
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CompactStrings

50% CompactStr

GC

JProfileCache

Java

JDK JProfilecache

Profiling

ings

JProfileCache

Java

JVM

JVM
Native Code
CPU
class load/
method compjle
Service request NM

=

Latin-1

CPU

Profiling

Profiling

JVM

Service request

compile
VM
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JVM
Spark
AutoCDS
VM
appcds.Ist appcds.jsa
1. Ist

Ist

XX:DumpLoadedClassList=base_path/appcds.lsKshare:off

2. jsa
jsa
3. AppCDS jsa
JVM
UTF8/16
AArch64

SIMD

JVM
JVM
AppCDS
AutoSharedArchivePath
AutoSharedArchivePath
base_path jsa base_path
- XX:+UseAppCDS
Ist
Ist jsa jsa
fork jsa
AppCDS AppCDS
JVM Spark
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intrinsic
malformed surrogate
simdutf  native intrinsic UTF8 UTF 16
SIMD 16

[dl1 stl xtn sli usra

Vector extract and narrow example

16 bytes vector
utf16
Memory
L 3
UTF8 UTF8
UTF16
JDK17
JDK17 JFR Streaming API JFR “ " “
JFR -> ->

JMC “ ”

Jfr
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Streaming API Java JFR
Jfr JVM JFR
Streaming API kg
jfr event
/1. RecordingStream

RecordingStream rs = new RecordingStream();

2.
rs.enable("jdk.GCPhasePause").withPeriod(Duration.ofSeconds(1));
rs.enable("jdk.Deoptimization").withPeriod(Duration.ofSeconds(1));
I3.

rs.onEvent("jdk. GCPhasePause", event {

I

Duration duration = event.getDuration("duration");

String name = event.getString("name”); // "GC Pause"

kkkkkkkkkkkkkkkkk

shell:  jemd JFR.start delay filename=xxx.jfr

kkkkkkkkkkkkkkkkk

D
Il 4.

rs.startAsync();

jfr
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Java

Java

Mark

BRE

FoHt (Normal)

{mE gl (Biased)

2224 (Thin)
ESRE
(Heavy)

GC #ric
(Marked)

OpenJDK Lilliput

128/96 bits 64 bits Java Heap Memory
MarkWord Class Pointer
MarkWord GC Hash

MarkWord (3% (64{i)

unused:25 | identity_hashcode:31 | unused:1 | age:4 |
biased_lock:0 01
(2505 | GIIEFER) | (ARMA) | (ER) | (REMER)

thread:54 | epoch:2 | unused:1 | age:4 | biased_lock:1

Hotspot JVM

01
(SMZLRAZID) | (2f427T) | (VMER) | (5 RER) | dREIEISA)

ptr_to_lock_record:62 55

(62 B ML BH RS
ptr_to_monitor:62 35

(62{35 B a1 eEMonitorfJigED)
gc_info:62 i

(GOIFEREINES)
MarkWord MarkWord
HashCode

MarkWord

64
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Mark Word (normal):

8. 3 0
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH . AAAA . TT]]
(Unused) (Hash Code) (GC Age) (Tag)

Class Word (compressed):
32 0
[CCCCCCCcecccccceecccceccccccccceca
(Compressed Class Pointer)

R MarkWord
HashCode 25 Hashtable
, 1 Self Forwarded Tag GC

MarkWord

Header (compact):
64 32 7 30

[CCCCCCCCCccccccroccccreecceccecccccHHHHHHHHHHHHHHHHHHHHHHHHHAAAASTT
(Compressed Class Pointer) (Hash Code) (GC Age)A(Tag)
(Self Forwarded Tag)

Array 96/128bit Array 16byte
Array ,bool,byte,char,short,int,float mark/klass
Array 12byte 12byte

1 int 24byte 16byte
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JProfileCache

Java

JDK JProfilecache

Profiling

JVM
Native Code
CPU
class load/
method compjle
Service request VM
JVM

Spark
AutoCDS

JProfileCache

Java

JVM

JVM

AppCDS

CPU

Profiling

Profiling

JVM

Service request

compile
VM

JVM
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VM AutoSharedArchivePath
AutoSharedArchivePath
appcds.Ist appcds.jsa
1. Ist base_path Ist jsa base_path
Ist

- XX:+UseAppCDS XX:DumpLoadedClassList=base_path/appcds.lsKshare:off

Ist
2. jsa Ist jsa jsa
jsa fork jsa
3. AppCDS jsa AppCDS AppCDS
JVM JVM Spark
UTF8/16
AArch64
SIMD
intrinsic
malformed surrogate
simdutf  native intrinsic UTF8 UTF 16

SIMD 16
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[dl1 stl xtn sli usra

Vector extract and narrow example

16 bytes vector
utf16
UTF8 UTF8
UTF16
JDK21
KAE
KAE OpenSSL

OpenSSL KAE OpenSSL

KAEProvider OpenSSL OpenSSL

KAE

KAE
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Provider

Java Layer

EVP_MD_CTX_create EVP_Digestinit_ex

EVP_DigestUpdate EVP_DigestFinal_ex

EVP_MD_CTX create | EVP_Digestinit_ex

EVP_DigestUpdate EVP_DigestFinal_ex

KAE ZLIB GZIP Java
http CPU
70%+ zlib Java KAE zlib
KAEProvider OpenSSL1.x 2021 OpenSsSL3.0
OpenSSL1.x OpenSSL3.0 API
KAEProvider
KAEProvider
OpenSSL libj2kae.so OpenSSL1.x

OpenSSL
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KAEProvider

OPENSSL_ENGINES

kae.useOpenSSLVersion

JDK
Before Now
TRtoRariem
) P _ Gl
BuildTime OpenSSL1.x & M libj2kae so libj2kae so }47 SSLUTLS XX
BRRESERS, 857 OpenssL1x =
RunTime OpenSSL1xE s =:ZZI_:':____ KAEProvidel’/..ii:< disymBEEI0E
OpenSSL3.0E
KAE zip JDK libzip.so libzip.so libz.so
JNI  zlib KAE zlib -DGZIP_USE_KAE
Java zlib
ZLIB GZIP
KAE Provider KAE zip
Java
Aarch64 128/96 bits 64bits
64 Hotspot Java 128 64 MarkWord
64 5-6
MarkWord MarkWord
HashCode 64
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Mark Word (normal):

8. 3080
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH . AAAA . TT]]
(Unused) (Hash Code) (GC Age) (Tag)

Class Word (compressed):
32 0
[CCCCCCCCCCccccccccccccccccccccca
(Compressed Class Pointer)

, MarkWord
HashCode 25 Hashtable
1 Self Forwarded Tag GC

MarkWord

Header (compact):
64 32 7 30

[CCCCCCCCCCcccccocccceccccccccccccHHHHHHHHHHHHHHHHHHHHHHHHHAAAASTT
(Compressed Class Pointer) (Hash Code) (GC Age)A(Tag)
(Self Forwarded Tag)

GC
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JIT

Java Java

JIT VM

JDK JProfilecache

Profiling (
) ( )
JVM
Profiling
Native Code

BirE=1 firE2
VM B )

ProQ{Img —/ Profiling ProQ{Img

o / Record , T
1 J i 4
[ Class/Method [ Class/Method

driver/executor Spark

VM

Al

ANNC Accelerated Neural Network Compiler Al
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Embedding ANNC

[ TensorFlow ] [ JAX ) [ PyTorch ]

A 4

[ Conversion ]

ANNC J' third_party
)

k[ Graph Opt ] [Auto—TiIing] [Mixed—Precision] [- Scheduling ]J

livm-project

é Target-independent Optimizations & Analysis xla

([

( Target-dependent Optimizations & Analysis A triton
[Buffer Alloc] [ Layout ] [Heterogeneous] [Kernel Fusion]
> >,
LLVM

v

Executable/Library
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ANNC Al

Al

ANNC

GEMM

CCA

ARM CCA Confidential Computing Architecture ARM v9

CCA
openEuler ARM CCA (0K
libvirt Guest kernel CCA Realm
Realm
ARM CCA

Realm

LLM

Realm

KVM QEMU
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Realm state Non-secure state Secure state

ELO

TyT
AJA
Secure

Service

EL1 L rsi |

VM VM
TOS

m Hypervisor

EL2

EL3

Root state Monitor
Realm Realm CCA Non- secure
Secure Trustzone Realm
Hypervisor
Realm
Hypervisor Realm CPU
Realm Hypervisor
RMM Realm Management Monitor Hypervisor
Realm
CCA MMU Realm
Realm Hypervisor
s CCA Realm
Attestation Token
ARM CCA
CCA RMM 4K
stage?2 TLB RMM
1G/2M CCA stage2
openEuler CCA IPA

1G or 2M
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RD Level 0

TABLE
RTT Base

CCA 1G/2M stage?2
" 1GB/ 2MB

TLBT °
miss
v Realmmbp A
CCA
PCIPC PCle
Realm

Level 1 Level 2 Level 3

ASSIGNED

Block » Block (2MB)
(1GB)

CCA stage?2

TLB CCA TLB

CCA

PCle Root Complex PCIE
PCIPC PCle
CCA

» Granule (4KB)
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Normal world
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VirtCCA
Guest (VM RITFHE
0GR 1G !I -
Uefi Ram RAM
Uefi image Device tree
\ Debug Mode, SecureBoot variable, Boot grub commands, kernel binary, kernel commands,
\ variable, Boot attempt action, OS loader initrd binary
MM UEFI firmware Grub2 0s
(QEMU_EFI.fd) (grubaa64.efi) (Image/rootfs.cpio)
I —
| EFI_CC_MEASUREMENT_PROTOCOL: &7 UEFIRIE-H & EINESIRE |
VitCCA kernel  rootfs
GRUB UEFI EDK2 Kernel
initramfs QCOW2
1.
Q) EDK2 GRUB Kernel initramfs QCOwW2
(2) GRUB grub.cfg initramfs
EXT4/XFS
2.
(1) Secure Boot EDK2 GRUB
) UEFI KVM
3.
0 initramfs cloud- init

UEFI Unified Extensible Firmware Interface

VirtCCA UEFI
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UEFI CPU
2.
UEFI GPT MBR 2TB B
ESSD HDFS Al
3.
UEFI GPT
ViItCCA
CVM
LettR ZLetR LettR TR
v (T EE L we | (T e
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Host Linux - 'ﬁ_éfg'ﬁ_ 3 Host Linux - 'ﬁ'éﬁg-g_ 3
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TMM VirtCCA VCPU
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