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KT EERS,; % 0S BEigRMIEAENERRE 0S NI EBNHMEE—EN—RIING, SFHRFASHE, HFi—
REINEE.
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2. T EHXEMKIEIUT openEuler Embedded Linux #1 RTOS (FreeRTOS/Zephyr) BI4dnEHIEIE. ¥ OS &5,
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openEuler 25.09 &F Linux Kernel 6.6 RIfZI55E, TEILERM £, FERNRIRT XSRS =T ERAX SIFTHFIE,

fuse passthrough 442+ Zifi fuse THRWMAFE. Al FIO2FER. TEHBYRF fuse ARFSXHERFLEWTIEE

10 HATFIMER, (UNBICRTTEHIE, ARHXHERAKLIL 10, LT fuse FAMEFIZEMA T ENRSM 10 3. fuse
passthrough M E7E fuse BEREIEERXERSE (BF) WHRT, HIREUEE fuse LR, MRER. B NFH,
AN ARFERERS 10 TRZPRARHEX GRS, #MARBRAIRS . EXREFRIEF, fuse passthrough #§1%
EBIHT S ARROMER . BERNR, £ fio Mk, 4K-1MB RIERIESMIRYE 100%+ BIMEERT, RFEE T #E
ENUAFREEMIR, W SATLIRBFER,

«  MPAM HZSREFIE S Hr: g QoS 18584, IRAEFHEMN L3 EFEHAN, IRRERELR /RK / MALAHKE,
NRERESTIEHE R RIRMHIREINEE . #1810 QoS EFE, BXEh SMMU SHAMNEREMHIRE S RMNNESRHY 10 THET
MEHTIRSECE, X¥F iommu_group RIERASEE, AREHRT 10 QoS BT A REMTHIMFT S, I, g L2
EEFRBEE, 't 12C SRENTREREKITAES, NESTR TRAEEREYIEZRINMARDTFR. UL MPAM
FMEL SN R ER ARV REA, ERERIETIRT, Specibb (EATEL I SHPREFFIUERM 25.5% FEKRZE 5% LT
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FHFERAREEIMUZ NUMA DEHFDER. BASIRRESAIEEER, FEEREGHERSASHERETI,
RABRENET BIt. XBRAFENT:

RIMIATE QoS f=l: HLMHEFANEIMN (VM) BEFR—MEINE, EREFEEEEERINSAAERNEFESTE, ke
5| RRREH, SREMEBIMWEEREBEENAFHELUHEH L SERERR, EMEMERRARSRE, ETRIBLE
SREMAFF R G S51ATES (MPAM, Memory Power and Access Monitoring) , Z&ERIERFRMEN resctrl (Resource
Control) #l&l, RHETLMITERS 30 MERIMNMIATF S R ERBOE TRAC NS ohSER. ZAEN T EIMWAES RN
EBR. FRRERMAEKREGHITIEE, NMTRLHEAHE THATEFRARRESHRERR, BAME: NFEwRLREH: @il
NEEMNEBRANETRERRE, B LEENEMTEESARFEHRAR, SR EEF EUWISMIEEETIN, NfE
T MRERE: ZIFSERNTRFAREE, BREZRRSN, IRPRAEMNGRERTSENRETRENEERAMIEER,
LMBRNSMUESEFIR, RARBERE: ZSETUSEBUREEMNHNATHRMER, RIiTREXRSEDIW
HHERERS, RASMAERTEOENTRESRSRE,

PSS NUMA EF: PCHIREHAESR NUMA E/1E, TENMERSE, 0S BERFARBBEEFMIEHITEENK, U
5 LEEE NUMA 35518] PCl & & IS M BEIRE. ST EBWISEEERN, HaiEFASEERIASIZM PCHEEFMAI NUMA T,
AINREET PCIY AR (PXB) i BERIMN PCIIREIRINGN, SFRHEEIMNNEMEBNEEFIE NUMA, ETF RS OS M AER
EBARIBEDNEEEIE NUMA B S, BB NUMA FRGRSHREIMEEIRFE, R E MRS AEEE;

CPU DIHIAE: CPUBTFEMHHRINIDFEBESRR, — MBS — MR FRESE, SUBBZETHESR, FEE cluster
cache RIZR¥# cache/NUMA RFHFEHZRFIE, HEBBZBEREETH. T redis ZH AR 10%-+;
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XHERGRDETIIRE: R extd ROBBERCRIZHRH group lock # s_md_lock M EEHBMB, LURS EXT4 BROER
AR Rt BEATELSRIBERAR AN HEREMTNRAHATOE, NELDT SN EEFRE—MRAEMRN
CPURER, HFADFIAT ext4 ZHRAMIME, EfET group lock WEFE. HBIERAENEBEBEMED AED, ML T
2/ s_md_lock WRSHXHLIELENMRE, £ 64 FRHETRT, ROEMNRBERESTHR OPS A 5 B L, BRHE
R 10 EU LS

=3 slab B 3§ slab AEFEIURATIREH!, A RCU BHHUL slab BIU, F[E slab ZEINAEFEIWERFIL, EWEE
EEIN, ZEBHEGRT, RAERMEEEER;

M4 tcp hash FHBRES : tcp_hashinfo bash. ehash F1EHiTE S, ehash iTEME, SHEHATHRE TR, NTETKR, &
tcp_hashinfo bash. ehash BIBTESIER A rcu, ehash ITEATNETT port &G B/ DE G IEIFNITHEREL, /D tcp connect hash
EREEEN

Cgroup PRESIE5R: user namespace @J percpu counter BHERRMIFE FRME, BE%RRE namespace HEX T RZFIAIR,
JHEREERIE rlimit THRTF. #ER will-it-scale/ signall AFILMEIRR, 64 NARBHASHMEERA 2 &, BIXT memcg KIR
HEFHIE, B KSR NAFREB FHRERT Rt RES, BARFITHB AT B, tib-flush2 M A 64 B EMHIEFA 1.5
&; BT eBPF al4pizNiIZAES], REEVNBREERBSLENE, SHEMBEZFRME, HERIF LXCFS AR, KHRER
TR - BRSTRFHE, JHRT LXCFS #ZNMBE S REMRT, SRBNRRIEELSTRRSRT= THERA 1E, &
64 BEp= TR 10 1&;

FHEN: FREVEZENZREELERTIN. BHATIN. THREENEX=10E, MER EETHRAIUSATFINEH
BB FRIIT. FILSBIESHITRIBENTIMSBUESHITEE =, FRENMAZAE, HWES—XMEFHTIE T
790, YRIZIFELST schedule latency. throttling. softirg. hardirg. spinlock. mutex 1 smt T4, MEEFFHETE 5% LIA;

ERMSTF /Cache QoS BIEHEI MPAM: REHEREMSREFLAE, FRRBEAE LR/ REK / MARANHTERE,
RIBREL S, UEEANEDEREIRERRE, ZHIVSHRLNGE, ERPVSEERMEERS, RRWHZZRRNERE
SUHATERERISE, BRRERBEARIRAITHIRE, FRMIFERIRNSR, s, MPAM BXsh SMMU #&IME 10 QoS H%E, 2y
SMNENS R BATINRES 10 HEREHITIRBEE, RISERERIHITHRRET,

QoS HIEMSEE: REERRTIHN mpam Qos BIEHM, ETF mpam 1#MHH Qos O, THEGFIRIBRFENX, KA
FIET R BN RERAINTR, HRIERFWERBMEEEBLES mpam Qos LFthk, MMEMRBIHR FHRENTE
AFA: EEULSTICH B SBLESH lc RREFHRE, ERVSTRN RN lc RAES R REABEL S EERE,
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RERSHEDRT, ISEBSTERNEBTR, BIRMREETIN, RASSHNBRE, #MEAXRIBE,

AEZELG S ERTZaEMWERRESTENGR, B RMETNE 8 EMRESE S A THNATH, REXY
MEREE KRB BV SSREIEE#H1To
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LLVM for openEuler ZRiFSRET IR LLUM BREEHITREITIE, TSEMRSH|EBMITIL. HIBROMNA. BE A #ias
RIS S H RS EEEHRIRE3. FIBITE openEuler HEKITIEEINM LLVM BLL, RMESMLE. REFSR. SOIFHHN
LLVM Tt XRBERAITHR, EXIFERNASIES (C/C++) FIHFE4M (X86/AArch64/RISCV/LoongArch/ BRESE) o

Q@ iz )

LLVM for openEuler ##%287E openEuler 25.09 A5 INLUT4RIFEFIE, MACEBERR. AEIEAXNAEITHER, BRIRFIHR
Etae.

ICP &g {A1E:
ICP fifbidid RIS BF R R B RN ERR IR, BINAENREKNENS, HEEREERTH

EREMS R FENILIL
RAINARZREEBRENFDSR, BntERMAFHIHENSIEREES, BRMIEEFRG TR

BENRFEN IR A
B IRBINEFE T BRI T A BARISSHFE, 1BINEITIRENAFE N A NHITRHEMA (£ memset. memmove &)
EhASEERE G R A |

ERMSERIERFTED PLT (FEHHER) B, SEEIMNINGFRRMBEES, MEANERER GOT (2RFEER) T8
EREHAEER, JHER PLT BRAL .

WA )

Wit LLVM for openEuler miFesmsmiRUILAET], BEMSEEBNIRALIBE. AIBHSPERMNA @ MySQL. Clickhouse.
Doris &) %88,
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oeDeploy $Fi41%5H

oeDeploy B—EEBHNRMHAZELR, EEEMARERE. SBMTHELERFRNE, WETRESDHANIRYA
pET: v

Q@ itz )

ZYRZFT & TRNHE—REEE:

TRHETANASEEREINREN—REE, FhRZAS oeDeploy I T 1% master T =Y Kubernetes IMERIPRERE, Qi
T openEuler Intelligence. Devkit-pipeline X T A, LUK RAGFlow. anythingllm. Dify Z 3 RAG 24,

RIBEHHEIR & MBHIEEAR:

oeDeploy Rt Al REVIGRTEM, RIEEESMEBRS, FREHLAILIRELHBEXEEEM . #hRas oeDeploy 37#5 7 i

HRNEE, ZR—REEMERRE. —RTemiEHIEE. oeDeploy IIFRERSBSITIRIEA, HAMK EATMHKTASHE

frErE, BELCHAE, KMESHEIRTEBEER,

EMERE & BHEFF K

#ThR4< oeDeploy &% 7 MCP R35, 7E DevStation ISRIFFAEENA, EBNAIRELAHEIRAES), A BEARES Tl ERAH—
BEE, EEMEIEA 2 S, SHFRAP X BRERE AP LUE ISR oeDeploy #ff, FFRMEREF 5 &

A Shell

[
1
% ; SO ARG R RETH AT R FHAE

—»| @ nems @ mws

Kubernetes, KubeRay, PyTorch,
TensorFlow, openEuler Intelligence,
EulerMaker, MindSpore, and more

-

<[> nomiTA

ﬂvj S TANRE

7 > % — B8 | €@ v
FRUBBED, FIRALGEH FRE  oeDeploy Y vcrws

oeDeploy EAtii&iE
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HAZE )

ISV 5L ZPARTLUE oeDeploy fEAMER F 3T RIS —F e fEB) oeDeploy RS ST T ASIHMHIES, FX
BIAR BRI A TIEER A USSIAFHIEEBMR, BREAFNIINEIRES, REEFHRE.,

ERFRESHIFAR, oeDeploy et T EXMHFIMERIREE BT, FJUE LD HRERERET ALNIEREZR, ANEFEEER
BRI MG, BRTEERMF. BN, FREFTUET oeDeploy KHBEEXREEMES, LELHARRE T —REZENEN, &

Zo&eb

BhKIEEIS MCP BYEES], oeDeploy AILULEERIZEE NS, FLIIEFEINEE.
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Go for openEuler 2EFFIR Golang A%, B— M E%EE. BAIFE. ZFF AN Golang Z1ThR, BAFITEESHRS. |
X368, FAH openEuler WEEEE R IFER. FEAMTRE. MRSNASENBREA AT THEREERNBRETR, BSELR
F7 Go W B AHEBITMA, BREIRIESPHESE Golang BENRESHIVEEENZ, HEEEF . \IESEETS, 5
BREEGE .

Web FFR/WIES | | nmRFg| | mE/EBK W
e

: Go for openEuler !
I I
i | #msrE | Compress | | Crypto | | TR !
: caEmE ||
I I
I S S |
: Bt cco delve it | |
| & :
1 o b e pprof PaLiit i
R e || ||| BT | mew —— ||
: : :
: i Pt |
I I
| [ e | [swosoma ]

‘ openEuler th[E ‘

[ 6% | [ Aamzx | [EeE~sH | [ Riscv ]

Theet#iR 1. CFGO RIRfiLik

ERIEEFIEFZNRIRET, BIBRERFETIER, BSFEEMCHTEERNMLRE, REUEBENNERER.
ETEFRHERE, FRIESEEHN, MK cache/TLB &, EMMEREFIHAN, EAEFMELE,

Func1 o
Func Hot == Hot patch inlining
Funcs \_> Func3
Func2 Cold Elne? Cold

BRER P BX

ThEetER 2: ARM R FIE<L

DU SH=RSP, Golang iIBITHYIAA CAS #i. LD/ST 35K, 209 ARM EEIELFFISEI, BISKIMERER -
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IneetEik 3. iz17RY GC L1k

AT, AR, IR 6C DR HARBLOVETINEN, SHRETRNSHIATHARE.

e dcache - M

TR AT 0ad R it SRS

EBgcSEL, AITE

MEBgcBackS%L, ExE0.25 Mg B,
i , TITHYEEE
HRHEXSOHHIEIZE, HEVNIEI TS, RIah A%
REE S
B389 GC i

IheEetER 4: L55ERMS KAE (EREREEAINER
BUE Golang B Compress [ Gzip BIESE / fRE462 1L EREREREM ITIE,

\ - CPU
VA A&/ f#

IR A IEKAEINIRBE

SRS KAE f58E

Gzip

NAnE )

EBENARUHENANRIT, ABDIEFREIR TARRFITERMSE, L8l Open)DK B A REEE R BRI STH
B2, TEIFELDSY 48, java NATEEARAEIARYT SHNAE, FE java VABMNEMKERAM; £T IR,
Ee R JDK £ G1GC SKHUEREF LIRTELFIERE ), RVFAFENAEBITIESER Java HREFH LR, MEFER JVM.
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ER IDKZFBERFT &
Q iz )

EENARUHENAOELT, ABNEFESIK TARARITEEMSE, A0 Open)DK FIRAH RGBT
Be8, TESIFELNSY 48, java MATETLEREIRSEYT AHNRE, FE java NABRSNEMKERAM; £TItEHE,
EeF JDK 7E G1GC SRIERF LIRTEAMEREY], AVFRFENAETREESER Java REFH LR, MEFER VM.

ARYE
OpenJDK TR NVE::2
Flink 7588 Flink 283
4vCPUs, 12 GB 4vCPUs, 12 GB
Flink 28 S Flink 828 Scaled
4vCPUs, 8 GB / [:> 4vCPUs, 8 GB
JVM #
JVM heap JVM heap JVM # | 8 GB
4GB SRS 4GB 4GB Scaled
| k8s \ | K8s \
| openEuler ‘ ‘ openEuler
| SRS R 55 82 | | SRS AR 55 82

HABE )

BEEMERRIRWSS, TRRELYT FEHE java I SHERTEAIMISBELT SR,
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‘mi¥2: UDF BEh native 1EZ2

@ v )

FIIFRRAEIRE JVM HITHERAER S, UDF B5h native 1852525545 Java UDF Bap#&it /9 C/C++ Native UDF, FHiE—FM
NESREE. BHFENSHEERAASURRIEMNEE, UDF BE) native IERH AT LWAF L. £BE58 Java UDF native 1l
EM%Hl. UDF BE) native #EZREZE M UDF parser. UDF IR Optimizer. UDF code Generator. UDF code compiler SERLAR :

Job.jar@

UDF native processes

@ UDF @® UDFIR | @©UDF code || UDF code

parser optimizer generator || compiler
UDF native &%
UDF SO £ UDF ki Native UDF
BIER

!

UDF native runtime
AEIENative 175/ &

UDF parser ¥ 55 jar BF 3 B 1554 IR K53, HET UDF $5HFIREXH UDF 1XF2; UDF IR Optimizer MARITEXTR BB .
BEAFEANINERELLRERT UDF IR ##1TL1L; UDF Code Generator 3§ UDF IR XJ&5%#679 native fXF%; UDF code compiler ¥ UDF
native XIB7E44RIF A native Zi##l, &S, UDF BY native &I A REIALIERITT = L, BHAEIERS native AT IS
MEHIT, RARBIBRFALIEMERE.

HAE )

LEihRZASAY UDF B35 native HEZRE A T34 Flink AZ3E native 1175128, i@IEZE Flink Datastream 5 native B,
B AR A P ERANAYIE) 2 T S2I Flink Datastream UDF B Ef native filiE,
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EES JDK17 SRR RTEM

JDK1T B JFR Streaming API ThBE, = JFRM “BEHSHN” ER “LNEE" HXBRE.

S UFR AR S, WER: IEF > FIHER > B8 jfr X > B IMC B& D . XMERXZ “SEAM , 3T
HEBLRENRRIEEE XK.

Streaming API 5| N7 —FEHBER: EAY Java NARFERFU JFRIZR. REMTE jfr XHMIBERT, . 548
HIM JVM IEBITIRAFIEZR JFR B,

Q@ vz )

7E{# R Streaming APl BIBS 2, @I ARINEERT ATE “***** A0 IRENH FIBY B 2 BB —ER jfr event, BIANRMAILEH
// 1. RIE— RecordingStream

RecordingStream rs = new RecordingStream();

/12. BREMNEXBNEAHHEEIRE
rs.enable("jdk.GCPhasePause").withPeriod(Duration.ofSeconds(1));
rs.enable("jdk.Deoptimization").withPeriod(Duration.ofSeconds(1));
/13 TARESHHEESMLEE (B
rs.onEvent("jdk.GCPhasePause", event -> {

/] NEBHHIRELF B

Duration duration = event.getDuration("duration");

String name = event.getString("name"); // 5120 "GC Pause"

Kkkkkkkhkkkkkhkhkkkk

shell: jemd JFR.start delay=-1 filename=xxx.jfr

Kk kK ok ok ok ok ok ok ok k ok kK

s
/4 BehR (X2—ERZERERA)

rs.startAsync();

MAHE )

FLEITNEEDTEGIRN, EEEIFH jir XHP, EBEE LRI EZaIN—RIERFRE jfr .
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GCC for openEuler CFGO RiR{L{LIF1EIER

H BRI AR SE S FT A RS A iR N EEIRR, RAERFIE TR, mIFSRRIMI BRI LA AR LR,

CFGO (Continuous Feature Guided Optimization) 2 GCC for openEuler BIRIRI IR R, 8BS (BRI, Z##H) .
SEGEH (RE. 55 §HEE. BT 0S. F) BRERRMNL, TEEEUTHERKEAR:

RIBHEBML: EIEAREH. RMEH. RADKERR, RUBEIMEFNZ#FIHE, 1t i-cache M i-TLB sshE,

SRmFRML: NEX. BXREA. AEK. BRERFRAREENUEARETRIFER, EBERFFHITERRN
RARER,

@ vz )

«  GCCCFGO RiBtikHBE=PFIFH: CFGO-PGO. CFGO-CSPGO. CFGO-BOLT, @I Mk/R{EaEX Lt M AT LIERR
WIBFIIEIR, RAERBITIERE. AT HEH—FTRAMAKE, EiIX CFGO RN SHHER AW IEEER, BITE
CFGO-PGO. CFGO-CSPGO ffif¢id 25110 -flto=auto FRIFIEW,

CFGO-PGO

«  CFGO-PGO 7£f%4¢ PGO fLibpyEMt £, FIA Al4C B MIABERHITIEE, TEEE inline. BEEHE. BELFMNK,
MI#E—F 1R ERE,
+  CFGO-CSPGO

PGO H9 profile 3y_E FXAFEUE, ARESBORMHIMAIR, BEIE PGO FIEII—IR CFGO-CSPGO HMEMILAIZ, WEE
inline FRYEFETER, MMARBEGEENFFSRNUSRESMLCBRHEERINTER, KIMEEA—FSRA.

CFGO-BOLT
CFGO-BOLT TEELehikARI A £, I aarch64 ZRIGEMHEE. inline UILFFFMN, H—FRFA IR

HAmE )

CFGO BFAMRYF, SR TENMAMME CPU £, B CPUMMIWEIRIHE C/C++ A, WMEIEE. DHRAERETR, —R
BILLEYAS 5~10% MEREHR o
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DevStation }Fi4$1%55

DevStation @E-F openEuler BV REF R ETLIFIL, THARESCIMEME. ERRMAENA. SRE2NALIFER, 1T
BMEBE. FE. FiFE MEILENLTIR. ERET RASTHRES2RALXTRE, TRMNRABHIRIDEMNTLEETE,
TEERTE, AN REEENALIFE, EidHE MCP Al SEE51E, TRTEMMX TEEEAR, SIMERISHERERIRN
FAFF R BRI 6o

Q@ iz )

FFRERIFHIERIME . KITARTE T 525X TEM IDE, VS Codium &5, ZIFSMERIES, HEMIH. BiF
2R RNER,

HXEETEES: #iL oeDeploy (—HAIFEBETLH) . epkg (TBRHEEEIES) . devkit M openEuler Intelligence,
TIMIRR IR E BRI £ ER 5.  oeDevPlugin #fF +oeGitExt ST LA HF: &9 openEuler X FF & &Ei&iTHY
VSCodium &, #efit Issue/PR AIMLEIEER, ZIFIURAIEGTIX IS . 12X PR, HENEIHXESIRE. openEuler
Intelligence FEEBNTF: ZIFBAEBSTEMMBRER. —HBEMR API XXAE K& Linux fp< Rz,

AlANO openEuler Intelligenc

openEuler ZBEARN IS
WHEHE AAERE RYTILHT MBI € patii

openEuler FHeeAFF AT A5
T & TEE

AgentER TR MCPHATH WETH oeDeploy
&
=@
FRRE 1T ERREN EHs RS BN WSL
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BERAREEINE: ERTEFARETR, BETHFNER G, BNt ABEFAERHET IMHHEEZFRATIEE, Tk
Thunderbird ENAMET L,

MCP EBEN FIAESHEE : DevStation SREEER Model Context Protocol (MCP) 222, #ESTEME T BEERS, Tk MCP
BEET A%, &IF oeGitExt. rpm-builder Z4%ity MCP Server, X ESEE. RPM TEZEEES, BESAFLTE (90 Git.
RPM #5328) #@id MCP MM TR EEMEE, REBARBEREEO,

ESRESHEAMEE: [HZESSE, BRMANERECEK /PCEANESY BRIER. WIi-Fi. B2) , ElRs
E#IZ& (kernel-extra-modules) , FRENHBARI, RIFDEFRS, S LiveCD (—HIZTERRE) . BNRE. BEWIE,

2HRET A heolleo: heolleo 2—FE A DevStation &I LEF IR IR, HiZtfEe &L DevStation B EFRIZ,
REERIIGITHEE AT LUR A R LS 15 R EIRI B4 (30 x86/ARM) « XHEZRZE SIS INEi22 (GRUB %) , Stif MAHE SO $51&.
WLt (HTTP/FTP) HMERIKENAS X, RERENRES

1 A 1SO & : WFERRBIRE. REXFTEELME. RRIMEFHBERZNAF, heolleo it 1ISO LR,
ANMABENRAREXMS, RE—ITEE. TRETeBANTERR, YRiEkMEstIEKRE,

2. WERE: heolleo WNELRFKENENMARLIBES, PJERMEERN LORSB[RBENASRXS, EXTF
MTHBRENT R, EURERNA UMK RHE DevStation kR4S,

PS: DevStation 930 ARZASERIAFREERL heolleo, ZARANIEHXIRHIHRER, BEEHAFTEZEED “dnfinstall
heolleo-frontend” %%,

NABE )

BT HAANE ERTEERNFA%IES (30 Python, JavaScript. Java. C++) MBMHF.E, TEFHRENE, &
SMEZFRIFR. BRSNMMETA,

PIRLIEEFEF A DevStation 68T oeDeploy, AJEXT kubeflow. k8s ENHRINMFLIM D EEIE, KN@AVFFLESS
Effial, oeDeploy FIRMRME T H—RVIEHER SR FHURIEZERES, ARERFTEBHEENALME, A URELREEEXH
REIBEIEN, BHELHAFBRRREIERR,

EENE / EEREEFEAR, RUBERSLERE IFERELCE/RSR) , SFRNBBNRRHREE.

RAFEERZE: MCP RPM-builder TEEZEM, 1I#FH MCP Z M, £#F mcp servers BaifbITEIEE rpm 8H A HEIHK,
iR mcp —SRREEINAE 100% BT, AIESEEER MCP BHERZ A4S REPO, BEIE. Mk, MaEANENATR, 81F: T8
DECHIFX issue, BJE PRIBERMAEEE, @id CI/CD BrptaiEI0IiE,
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DevStore AR & R4S

DevStore 2 openEuler RERAHINAEE, REEFAXENREDATFE, SIF MCP IRE. oeDeploy IR S 1RIE
EZREINRE, 7E DevStation & _ LM AFEEIA,

Q vz )

MCP fRS5—%2% % DevStore {8B) openEuler X FERVEAER, LU rpm MAEBIFZIIE MCP IZ1TFR VR,
HEINERNRSEETR, TERANAPRELE MCP RS, B#EBAF RN KIS MCP ECERE, KiERARFE
¥, BRTESZHF 80+MCP ARSS,

oeDeploy {EHFIRIEERE : DevStore {&B) oeDeploy TRETINFRMEIVIRIREE, KNIBERRT LB BRGNS BIKA.
B1#& Kubernetes. Kuberay. Pytorch. TensorFlow. DeepSeek & Al #Xff, EulerMaker. openEuler Intelligence FHX T A%,
LUK RagFlow. Dify. AnythinglLLM Z3F7f RAG T &,

—-- oeDeploy &R 0 openEuler repoi&
[0 ]
1 1
\ - :
! C; DevStorefi s .
FEASENF A 4 v
"
@ oeDeploy MCP RS EIEFES
RBF
s B iU RER RS
RoRARE — RN EI R BERAPP
\V4 A\V4
@ gms @ Fams ) woRsEMCRS
Kubernetes, KubeRay, PyTorch, CVER'EBahEE
TensorFlow, EulerMaker, CCBK&EsEER
MindSpore, DevKit Pipeline, oeDeployffEFE LI E
openEuler Intelligence RPMEZTETA

WA )

DevStore fF/9 openEuler RERAVIRAEE, BEIFARESHFEREFRMETHLIE. AIRE. MCP RSFSE, TiFH
TRMT FENARXESIRIEAND. FIAERRANBSBRERTUETE—MRERETHR, NERMEFIMA. ZABF AR,
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CCAMMEZItH

ARM CCA (Confidential Computing Architecture) & ARM v9 #15| N\BIFIZITEZGIE, BEN T —RITEIREE IR E
WEIWZE T ERRTG S, CCA SINT £ Realm HIFARIMEHITING, REIPEEERPIEZEMCBAYZETENE, A
EEHAE R RIS RS RME, HERIIBERRR.

openEuler &F ARM CCA MZiHEZLMISE, KM T 0S #XAH (KVM. QEMU. libvirt. Guestkernel) ¥ CCA B9Z#F,
R T RETF Realm MIZBENMHKARA, FHEET Realm NBENRIMERTEENZLIFR, BRREUTREERNAE
SEEVEENGNE R,

@ v )

ARM CCA @3 LI R ZIOAEH R TIE, MEBE—FMIREMN. REIFIHRTTE, ERBRTNIGESRAESEE TR TLRES,
A Realm M2,

Realm state Non-secure state Secure state

Secure
Service
EL1 TOS

m Hypervisor

————— - e o o o o o - e Em o o o o o o

EL3

Root state Monitor

Hardware

o Realm ##iFH: Realm Z CCAMIZLHR, ER—MSIEEHAR (Non-secure) MlZ2£ttR (Secure, FRH
Trustzone) FHITHUHREMITIFE, Realm BBEARERN, TAEHRRABMEEMLIT. ML TFEVIRERSAM
Hypervisor, EfJALEIR Realm BLEHRERNTBAR,

o EHASEIR: Hypervisor TN E P EREIALIE Realm, FHREHBEARFM CPU KRR, BT Realm #HALE,
Hypervisor &R EIEHINE R A — MR RPN R L EIMEIZER RMM  (Realm Management Monitor) , Lt/ Hypervisor
BT 341418 Realm MAIFEZ.

«  REER CCATRTRZANFEEST (MMU) , EEEEBIRFIFIEE Realm W7F. M Realm MR (B4E
Hypervisor) &RERILRIZIREBSIREEIEYT, MMHEREEERNE L,

o IERIERA: B CCAMMEREE — N ETFEANME—S 1R, & Realm BohfY, ERIMUAER—HRBEHFZRF
HERHIERAIRE (Attestation Token) o AFFAILGRIGRX MRS, HIMIHERZNRAGEERE, MMBEMIINIEARR
EE—TESEM. REEI ARM CCA FFIEHIETT,
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NAE )

NEZENEBNATITEFE, IO TEARRHESERIR2EE. EREAFREFZENAE LAEMRLE (0
ERNCR. BETRRESIHMIATN , HREENZEMNTEBEECRSBELTETER. XAERRE THEEN. BESIME
MRS FARIEIME (MIEXERRS D) BIXBER.
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secGear {41458

secGear IfZIEAR A —EZR B 2T EIRAZIE BB X R BA Y, B[R TEE IZfZIERESR, 1= Attestation Agent #
Attestation Service MM, Agent A SERIRBUERRIRE , YHEERARSS; Service AIIRIIERE, ¥ iTrustee. VirtCCAIZ
TR S RYIRIE,

Y RIARASHTIE STIFTAR virtCCA AlZZEHAY Platform token IREHVIZAZIERR, #5F virtCCA BYEEHERITIZIEPARRS R, 5T
ERZIERARAEMER, KRARESRS B virtCCA HIZ RN E Platform token 3R ERVIZIZIEA,

@ v )

HrhR virtCCA HZRENIR ML Platform Token, Attestation Agent TEBIENIERIUERS, FEEHY virtCCA Token iRIBRRFFIE T
Platform Token BYEB43, Attestation Service TEIZIZIFRAZE DB EFRZ(L

1. RIER. ZRIEBRVIEBEIER RSA BIAEMR )Y ECCP521,

2. RIEIERARIEHIG Platform Token 3% 5 Cvm Token FOAEAIOIE, FE&HIERREE,
3. ZIFERSEREEXT virtCCA B9 Platform B9 Software LAfFhRZS. HASH #1715,

4. ERRIRE (IRIBEHEES) & Platform Software LAHFIRIGLE R,

5. ERBIRERILE ZED virtCCA B X Platform Tokens

L secGear IAZIEBRR—HESRIIIREE T X IBAR virtCCA IRIZIEBAMI 2 #F, EEMRIE Attestation Agent [ Attestation Service
RIENEIER T EE Platform Token, MEREE, MIZFRIBAR virtCCAZIZIERR GEP) FEHIT, WROEPAREIIARIIER
A, RER veca.is_platform A False, FRRHEIF &AL Platform Token,

NAmE )

2R A FZRT, EFNETERIPETHINRLSERZ2N, TEIERARRENZIHTERERNASEENRAFE,
IR —ERIE M T M. ZEEOVAN, FBIA A REERENZ I T2,
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virtCCA fl &t RiF1E1E5a
Q@ iz )

Guest cVM REFRB

L1 |
\\ 168\ /
0GB \ UEFIRAM \ RAM

UEFl image Device tree
\\ _— Debug mode, secure boot variable, GRUB commands, kernel binary,
\ _— boot variable, boot attempt action, OS loader kernel commands, initrd binary
TMM UEFI firmware (QEMU_EFI.fd) GRUB2 (grubaa64.efi) 0S (Image/rootfs.cpio) ‘

~_ -

—_
— __—

- _—
—~ e

EFL_CC_MEASUREMENT_PROTOCOL: 3% 7 UEFIF IR BT B E S 1R (F ‘

L virtCCA ZEMTERE AR L FERTELR . HIEH kernel 5 rootfs S BIBNMER (BIRZEGSIRXERAD BE
) o FAM, EERTTFENEF, EHVHNBIHRIEESERT GRUB 5ISHH, XEREG UEFI EH (41 EDK2) . KM% (Kernel)
RAEREXHES (initramfs) BEER ARG (G0 QCOW218I) H. ThREEREE:

1 PHREHE

(1) J5EDK2Ef. GRUB3ISIER. W% (Kernel) K initramfs BAZEHE— QCOW2 iR 5HE, THEEBEM .
(2) GRUBMBEEIEXMH (grub.cfg) EMMIZER, ERAZS initramfs BRI FE—XHERS (0 EXT4/XFS) o
2. REEERGS

(1) Secure Boot #1#l: EDK2 I23F GRUB RAZMIMFE R, HFRAIAMFFREER

(2) BHRRME: &H UEFISTHRSKEBGILE, NEDWIEERR (WKWM) REEIMERIRL,

3. =R&EMK

(1) ZFFREBRE. BXHERFDET S (& initramfs 8 cloud-init TR) 1%,

HAE )

Z=IFEHRA UEFI (Unified Extensible Firmware Interface) BitiRDl, BRAIMAEIMMEIMAIIZOEAR, virtCCA Z2H%
¥ UEFI B3, ¥ BT NZENNNEDS:

1 PREREGIBEN S S
(1) UEF@IHITEMHDIRL (W CPU. RfE. FiERERDIRN) EERERHATE,
2. RBBWEXE

(1) UEFI % GPT X &R, SIRE4 MBR B9 2TB AR, STIFE TBRER (WHER ESSD =) , MEAKEFE (0
HDFS) . AlJIZREZ SRR,

3. BEnEHESHERE
(1) sRigtREN: =RSHERMERN VEF RBREGIOABE GPT 2K, FEAREBERE.
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oeAware RE&. RLIEFFIHEEIER

oeAware 27E openEuler ESRHMEAFERERMFMIER, BEMENSRARATAHREEREERFEANE . F5A

FiE 13

AR LURIIEITT RS AXANE, ocAware FHBMIFD IFRE. BAMARZE, SEEITHANXEK, SEXBES
RFLRATEEE B
oeAware R “— oeAware BF f— AR ﬁgéﬁz?g‘% [ ==
wmg;r [ =
(R BHRIRFIER — oeAware SDK (41KB-operator)
I [ lmttaen
RS
i T SMC-D | | XCALL SEEP FigE AR E
HEfEEE
HITREEE P-E kT B Eh48% CPU burst
MEEER BT .
HWZSH sysstat PSS P57 analysis
PMU Docker&#k 735 E7EE AN 48 FEH
0s

Q vz )

oeAware FE MEMFERRIZ oeAware FNER O RKBIENSE, BAET LA, SPEARIMUE—MRIZBRE. BASA
LIneesE, BT LAIBEET topic, H topic FERTRMERENERBMAIIEER, XLEHIRERAIHEMEFHEINE

Rz R#TIRME D4

SDK $RHAVE O AT ASEIIT R A-AY topic, EIEREUHEIR oeAware RYEHE, SMEBRZARTLAUEE SDK FFRERIKINEE,

FINTEMERE T REEXRE, NET R SHIE,
PMU fE2R&EHMH: RERYS PMU MaEER.
Docker (S8 REH M. RELFIFE Docker H—LESHIER,

A EERERN . RELFIIMENNZSH. LREEM—LHRRES (CPU. M. 100 MR) F. REAXMHZE
TCP MIZ&3%FX Fo

LAERAEM . BAXRAREER
THEREM . ML SIETRARSZHN NUMA IMEES, LRFEEERBMRAR.

ROEMHEM: (1) stealtask : fifk CPUIBME (2) smc_tune (SMC-D) : BEFAREERNEZEEEYE, REMNEEH,
FRIRAYIE (3) xcall_tune : BESIEXRIERIZAIAIERR, L1k SYSCALL BURIEIRIE (4) realtime_tune : IRERERE.
BhSeRSERT M REMKERE,  (5) net_hard_irg_tune : ShiSEEMLHEENE, IREMEISERE, (6) FITRA
JERE : 1R R LAY NUMA JBEE1ERE,

Docker J@{LHEM: (1) cpu_burst : FIA cpuburst $F4EER & A TR CPU MAEIRT, (2) BeS#YIAE . RiEL
SHEISIEREARISEH CPU EH/, 2515/ QoS,

openEuler 25.09 I ARAEH | 47



HHE 12

L9RPRH!
SMC-D: REERSHEF HERERT, STHREEEE smc E, WREATFKHEZHNTR,
«  DockerJ@fiL: BTEATF K8s BEIFo
xcall_tune : AIZECE LI FAST_SYSCALL $T#,
realtime_tune : FEEE Preempt-RT WiZFER.

mASE )

stealtask EA T A LIRS CPU FIBZEMHSR, 5140 Doris, ZIAMIFIRIIBRIRS CPU FIFA, B% CPU T,

XCALL 2R T FIEFHY SYSCALL A AR, XCALL IRMHE—EBLIIEXIERIENRIDERE, M SYSCALL BIMER
12, XEERBGT AR BRI SRS DN 2 2 ThEE,

SMC-D #3EATHRESTUHEMNMERNINATR, WEMEITE (HPC) . ARHEMENRITETY S, BIEERFAIE
(DMA) , SMC-D e 2ER/D CPU iR AR E X TIFf HANERE,

cpuburst ERTEHHERTE, B Doris, BETELEAMR CPU MRHIHRAVMAEMRN,
realtime EAFHREMIE. Kz, BAFEASIERGINGZR, MIWHEETL,
net_hard_irq_tune ST I B 148 TCP MM AR S, FI40 redis. nginx %,
HITRAEAEIER T NUMA I57EX L S5 RELL IR K E RSP EESMZRY7 =, B4 Spark.

REBAREEATRSUIMENLS, HIINARL mysql, ZLSHFREY, EHE QoS BB £, EA&KIE CPU KR,
B> CPU iE#5. idle )#. cache miss A1E NUMA i7318), 158 RRRVEEM. HlSHEE, XeJLSBRIZAR, FRAES
CPU FiFLEH QoS Fi&, &= CPU BRIRFAZR,
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EILE1F vKAE BEiEig& s

Q@ iz )

KAE 2E T EEMS 920 Fh 2! S IRV REHF INRAZR 5 R, B3E HPRE. SEC. ZIP &%, A FINfRZMN E4ERELSE,
AE B EMR R IR HE, IRSIBEBUE, KAE EBHTEEBISEIMWIER E KAE EiBIgET, #ITHEBHEED,
AL KAE i & 89(ERIR R R SE MM L 53 R BB (RRE,

smmu TR EMEBBIRES Y. TRMNHTBIXER AR, 7£ ARM Z2irh, B4t A N TIE T ERER,
SHERTIRAMIERERFE, HTTU(Hardware Translation Table Udate) 1B EHEIEH smmu TIRIRS, 1E#1T
SR ENSBoEXNNRRINERRN, FEBNEERRNES SR LHI TSI

VFIO-PCI Migration Framework
VFI0-PCI
QEMU . . :
Migration cap H Memory listener
VFI0-PCI
VFIO ‘ Migration region ‘ ‘ VFIO-IOMMU-Type 1
|
/ \
w SMMU driver
VFIO migration driver DMA dirty *
page tracking
KAE device
SMMU HTTU
PF [ | vFs [ |

MASE )

AEPWIPER KAE EBIRENGREHEATE, ERTHHKEZ2ENMELEERSERNTN, NER. cit8
FARBEEANIESE, BRILRISESMSEITIRE .
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Q iz )

GTA IZAZIERARR S M2 1 TPM/AVTPM, VirtCCA & E IMA BUIRAZIERE, 2% FimiARSS o

o REBFHRETZEIEERSERRBUESHEMRNZITE, SFHEP. RIEEFMIEHIZE, Quote I0IE, FEMER, JWT
Token &£ REEES o

o BPURSZRIRERM TPMIEE, HAISMRSHRE, Wik Quotes
FAGER2ME RS Bt LM T i8N,
R ETIIRESE M RIP IRHERRIIE, BIERTER, SQLITEN, AP RS, BRARENFIE—RIERULERS .

ZRAEEIHPREARE AR FRESEN LR, MM SESMIIEEN. TR HRNMIRSHSEF rpm 8% docker
ZREE,

GTAIZFZ IR AR SSHEZE

GTA JZi23IERR
(FIEIT R+ BT H)
RESTful APIs
IERERE BB HREES|E
Token
E'""""""'"""""""'"'""""""""""""'"""'"""""""""E ﬁﬁjﬁ i
| rem vIPM | | VirtCCA || IMA B5Em
Bk TE:5¢ 5 o
| BESTEE| {BMEISIEAEZE | iTrustee (RE12
ITFEIERBAgent
W4 RoT

TPM/VTPM VirtCCA
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MAGE )

ZRIEARA B EITBERAEIT BRI ER G, REYETHREEBRFEX LR &R 2R EEA FHTESRER.
FRE S R B BRI IRAR R TS SRE N RO A2 IR F A B RS =P EZO—IF, —BEETFRERIEAARANE, NRIZEIFIE
BEEMES. £ ARERF, BRRLRE, BREESESSRYET 2N,
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Kuasar 1 Z S 23

Q iz )

Kuasar fi— A ni TN ESZ L2 RSMNEM RN TN ZRSNZF,. APALUETE S iSulad B TESE, TR
Kuasar Ml Z & 2SHIME,

L] Kuasar 2R3 iSulad+Kuasar 5, 185 7T BoIRE, AR T AFRER, —75@E Sandbox APl 9L, 15
BRI ATHEIHOE pause B2s, TE T HS pause R HRIREHINE, F—AEEHET LN HNEEEE, Sandboxer #iz2
B, MMTE T/2/35h Shim #HiZMWETE], XBRBRNBMMREAKIEH, ®RS Pod HRELLNRNER. &fE, Kuasar
59 rust SRIL, 4BLE golang, REERE, BEAFHEHRT —LAFR.

HFThaetTiE:
o iFiSulad B2351EXTE Kuasar 1B R23E1THY, ]A Kubernetes mIREEDS.
o HIEFET VIitCCA MMM, AP TEERES virtCCA Bl{E ITINE R BN Z A 25

SzH¥ secGear IIZIERAA—1EZE, &1 RFCI334 RATS AR, AVFENEITEIMEFIZITHARAIMNIBZEERS
IERREA] 5o

SHENEARNENIHBRERRRE, RIFPASBREINEENTEE.

mIZIEPARR S
Kubernetes . Image secGear JZA2IERA B |
registry gi—22H HE
MEZ2E (pod)
container_1

NAERF container n
containerd/iSulad

> Kuasar-task HERMAEE <
Kuasar 2
A 4
secGear L2 IR IE ER B
— kD S 22 MEOS
Kernel/KVM e
2 A28
Secure virtualization REE
MEEM : xPU
ER S EE S ‘
ﬁ'ﬁ:*& virtCCA CCA TEE 1%
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HAZE )

Kuasar fIZBRETHEXFAHIBEZ2MFRT, REZFRELES, BRAFPNNEZNBESESTAN. WSS, REA
FRREMD, EARP. HEDERE. RARPENEZTENLSHEZHNAETR.
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NET Framework MBREF L GE

Mono @—EBEF&MRBFHIX NET Framework 5L TEMBITNIMNEG, itFAEEBER C4iBSM .NET
Framework 122838, NET R—EBFERABRAAARTS, BTHESMNARER , BRET —IM—NESESR, 887
RIZIES. BITHINE. BANKBENEENHF X ITE, openEuler 2% 7T .NET Framework. Mono X .NET WABREFX
HIBESTo

Q@ vz )

openEuler 33 monoDevelop K&#ZEMH: monoDevelop @—EM .NET FFAENRAN., FRRIEMFFLIFIR,
B AL E Mono iZ17RY, 3F .NET Framework RZFBTE openkuler EFF &R, RIZEE. HEME. ERNRAE

monoDevelop Z#F—H#IFREE: &E) oeDeploy HERHEBF G, FAEAEZFEA E—REEBEMEZ monoDevelops

openEuler 3235 .NET SDK R EL{&k#i4A 4 : BB SIN .NET SDK R EK#i4A12] openEuler, BRIRE%#FE NETI,
AJ7E openEuler EEF .NET SDK % .NET W

NET SDK X H—RIHREERE . {EB) oeDeploy REFEEF R, ALEATIZTE L—REBZFEE NET SDK.

NAmE )

openEuler NET B4&FEZAKERT NET A AR, SEHEARKH windows FFAIFIREFF & E R LATE openEuler £
WA ERE ST A NET RSN, REBAFEM NET FAER, FEHRE Linux ESHNREMSRAT AR, REIE—
FERIRH o
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XSk

Raspberry Pi ((8&k) =M Raspberry Pi &5 5 Broadcom AR SEF AM—RFINE BRI EN. SEENMIBE. 5520\
BEAER. SUREUUNEENESRSASE S, WERETEL. NBARR. YEN. HEURIREFENBSFMAE
BITIZNA, WEIK 4B FIMEIK 5 EANEIRS MEMNSHEARER, KA ARM 2MMiEss, ETHEIR 4B RIREMN AT
KA EIRITEN, WEIRS EEEEENEERENT BENRAN—FES NS ESIRMA TS 1M ™Mo

@ v )

ERF BB TIEN— MR ASMBRESH M, MBIk 4B FMEIK 5 235 Raspberry Pi 0S. Ubuntu. openEuler %
Linux Z17hR, IMEFE, EERENIISAREMRIEEESN, URIREMEETIEE, T EAMIIITENRAAER.

HABE )

W&EIK 4B FINEIK 5 EEHBANMENEEHNYT BN, T ZNAFE I au:

1. HE5ZFS: 3 Python FEHRIFET. EIMSZOHITR TR,

2. ZRESRER FREEROIOREA;

3. VBWAMERRE: FAERSETRHIEEREFR, BFFREN. REBSMIEHFOSITE;
4. RBBEMENA: BTRERSE. BER Web RS NA UL,

5. @IESDIYHHE: BFHLEAEEL 3D TENEEMEAN T,

6. B5FL: AT A LB RAXFLRRIIEIE;

7. TWr5HEmM: KINGESE. AVFEIEN.
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openEuler BRBPREFIFIEMEIEIRNBERRICERRIF, PREMAXE openEuler 11 XIHH,
BPA5 | BEMBIARERIN. KEZ openEuler XS HMAEFLBEITA, FERARTER
openEuler BB EREAMABLUEMATUETER. Z1H. BIEN. £38. LUBLIERIERS
R, UREBERANEMARS S £, FRETEENRASHE BT BRIRIER,
NTF R BN, APERI IR GRERTFENR, BIREZMERRIRAR
BREE PR EINATIRER) BRIM.
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openEuler BB L FERMZRIFIBE RN, 155 &/E openEuler 1 XPRE, BAPRET
HtnSHENET. n&. BSkRIN K& openEuler XS E 5 BEIFA], openEuler
HEBERrENERAS AR EMEUETR. FROGFEMERE FERARRERER. TS
BT RISINF, RESFFLEBEITA, ERIATFLUERSTER openEuler # XA ZHRK
openEuler #t XBIEHR. #Rigo



fy R

MR 1. EEFRIFIER

RESE ik

T #i%%E openEuler https://openeuler.org/zh/download/

FFRINE A https://gitee.com/openeuler/community/blob/master/zh/contributors/prepare-environment.md

HEREE https://gitee.com/openeuler/community/blob/master/en/contributors/package-install.md

iR 2: REVEFENRZEHEED

HEXRLRFERE Hihk

REMIETRIE https://gitee.com/openeuler/security-committee/blob/master/security-process-en.md

REIFBEER https://gitee.com/openeuler/security-committee/blob/master/security-disclosure-en.md

RERIERIEEN https://gitee.com/openeuler/security-committee/blob/master/security-strategy-overview.md




